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https://xkcd.com/221/

int getRandomNumber()
{

return 4; // chosen by fair dice roll
// guaranteed to be random



https://geektimes.ru/post/274048/
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I‘naBa oTtaena uHgopmaumoHHon 6e3onacHocTu notepen B CLLIA
«popaboTtan» reHepaTop C/y4alHbIX YUCen U BbIMrpan MUIIMOHBI A0NN1apoB

®uHancol B IT-unaycrpun, UHdopmaumorHas 6e3onacHoCTb

Hot Lotto Winning Numbers

Total Winners | Past Hot Lotto Numbers | Odds & Prizes

Draw Date Hot Ball
4/11/2015 2 4 23 28 39

4/8/2015 S5 6 8 18 42
4/4/2015 15 16 39 42 47
4/1/2015 2 6 7 26 32
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[ne ncnonb3yeTca Cay4anHoOCTb ?
PeanbHbl MUp.
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[Ae ncnonb3yetca cayyamHocCTb ?
Haw c Bamu mup ©

[eHepauma Katoden
LLndpposaHue (paddings/IV)
UM

KpuntonpoToKoabl (nonce)
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[ e ncnosb3yeTca Cay4anHoOCTb ?
Haw ¢ Bamu mnp ©

MapKepbl A4OCTYNa
CRSF-TOKeHb!
NaeHTNPUKaTopbl ceccum

OaHopa3oBble Naponau
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[ NaBHbIK™ UCTOYHUK SQHTPOMNMUNA




PeanbHO rnaBHbIN NCTOYHNK
_ : A | \v,‘ |

K SHTpOMNUmn
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KBaHTOBblIe UCTOYHUKU SHTPOMNA
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buonornyeckne MCTOYHUKU QHTPOMNA
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Mudunyeckme NCTOYHUKUN SHTPOMNUM
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[TporpaMmHbie UICTOYHUKU SHTPOMNUM

CuctemHoe Bpema N Bpemsa C
nocneaHemn 3arpy3ku

Cyetymkm c CPU

Control bus

3amepbl NepeK/oyYeHN KOHTeKcTa 1 |

Address bus

CUCTEMHDbIX NMPepbIBaHNM 1

3amepbl onepauuii BBoga/BbiBoaa
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AnnapaTHble UCTOYHUKN SHTPOMNUM

* BCTpoeHHble B MUKpOMnpoLueccop
— Intel DRNG

* BHewHMe nnatbl pacwinpeHuna

* CmapT-KapThbl
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RdRand & RdSee

Processor Chip

Digital Random Number Generator Hardware
SP800-90 A
AES CTR Based
DRBG
Hardware Hardware
Entropy —»{ AES-CBC-MAC o
Source Based Conditioner 4
Hardware
SP800-90B & C p=
ENRNG
RDSEED
H
. / g //
= 1
RDSEED I
coren 'nm -‘J
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n DATACENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDWAF

Security

Torvalds shoots down call to yank ‘backdoored’
Intel RdRand in Linux crypto

'‘We actually know what we are doing. You don't' says kernel boss

10 Sep 2013 at 17:03, Gavin Clarke & O O O
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JDHTPOMMNU Ha BCEX HEe XBATUT
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[lceBaoOCIY4aUHbIN
reHepaTop caydamHbix yncen (PRNG)

NCTOYHUK
aHTponuu 1

JaTynk HavanbHoe [eHepaTOp
CNy4arHbIX 3HayeHune CNY4anHbIX
yucen (seed) yucen

NCTOYHUK
SHTPOMUMU ...

NCTOYHUK
SHTponunn N
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Tectnpyem cny4amHoOCTb

A GOOD DAY TO

DIE HARD

21



A Kak gena B Java ?

1. java.util.Random
- nextXXX()

2. java.security.SecureRandom %i\ ;

- nextXXX()
- generateSeed()

e R QQ l., ¢
$ : - ’. i
3 > )
-
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java.util.Random

HayanbHoe 3HauyeHue (seed) reHepartop

java.lang.System.nanoTime() CNYYaMHbIX
yncen
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java.util.Random nog Kanotom

protected int next(int bits) {
long oldseed, nextseed;
AtomiclLong seed = this.seed;
do {
oldseed = seed.get();
nextseed = (oldseed * multiplier + addend) & mask;
} while (!seed.compareAndSet(oldseed, nextseed));
return (int) (nextseed >>> (48 - bits));



java.util.Random nopg Kanotom

seed = (seed * multiplier + addend) mod (2 " precision)

multiplier == 25214903917

addend == 11

precision== (1L << 48) -1
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[MTpenckasbiBaem java.util.Random

Random random = new Random();
long vl = random.nextInt();

long v2 random.nextInt();
for (int i = 0; i < 65536; i++) { e L
long seed = vl * 65536 + i; e
if (((seed *x multiplier + addend) & mask) >>> 16) == v2) {
System.out.println("Seed found: " + seed);
break;
}
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java.security.SecureRandom

SecureRandom rnd = new SecureRandom():

byte[] rndData = new bytel[32];
rnd.nextBytes(rndData);

byte[] seed = rnd.generateSeed(32);



Peanunsauum java.security.SecureRandom

Windows Linux Solaris 0S X
PKCS11 X
NativePRNG X X X
SHA1PRNG X X X X
NativePRNGBIlocking X X X
NativePRNGNonBlocking ) X X
Windows-PRNG X
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Anpo Linux /dev/random

CyeTumk
NCTOYHMK + ! SHTPOTNN
3HTponuun 1 Ry
[aTunK feHepaTop Habop

NCTOYHUK

CNYy4YaMHbIX C/lYYaUHbIX C/TYY4aMHbIX
SHTPONUY ...

Hnucen ynucen ymncen

NCTOYHUK
SHTponunn N

/dev/urandom
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NativePRNG

rnd = SecureRandom.
getInstance('"NativePRNG") ;

// /dev/urandom >>
rnd.nextBytes(rndData);

// /dev/random >>
byte[] seed = rnd.generateSeed(32);
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NativePRNGBlocking

rnd = SecureRandom.
getInstance("NativePRNGBlocking");

// /dev/random >>
rnf.nextBytes(rndData);

// /dev/random >>
bytel[] seed = rnd.generateSeed(32);
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NativePRNGNonBlocking

rnd = SecureRandom.
getInstance("NativePRNGNonBlocking");

// /dev/urandom >>
rnd.nextBytes(rndData);

// /dev/urandom >>
bytel[]l seed = rnd.generateSeed(32);
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SHA1PRNG

// egdSource (Native/URL/FallBack) >>
rnd = SecureRandom.
getInstance(”SHA1PRNG");

// SHAl(state) >>
random.nextBytes(rndData);

// egdSource (Native/URL/FallBack) >>
bytel[] seed = random.generateSeed(32);
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YTO XKe BbIb6paTH ?
NativePRNG ? NativePRNGNonBlocking ?

L NativePRNGBlocking ?

SHALPRNG ? NP
new SecureRandom() ?
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CJava 8 Bb|6mp|‘/’|
SecureRandom.getlnstanceStrong()
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JEP 273: DRBG-Based SecureRandom

e Java 9

* HoBble KpoccniaTPopMeHHbIE U
Kpuntorpadpuyeckme ctonmkme (NIST 800-90Ar1)
NATYNKU U TeHepaTopbl NCEBAOC/TYYANHbIX YNCEN

— Hash DRBG (SHA-512)
— HMAC_DRBG (HmacSHA512)
— CTR_DRBG (AES-256)



BbiBOADbI

* Hukorpga He ucnonb3ymTte java.util.Random

e [lnAa reHepauumn Kaoyeum u
Kpmnntorpapmuyecknx npuMmMTUBOB

SecureRandom rnd = SecureRandom.getInstanceStrong();

KeyPairGenerator kpg = KeyPairGenerator.
getInstance("RSA");
kpg.initialize(4096, rnd);



BbiBOADbI

* N1nA reHepaunu CﬂyqaﬁHbIX AaHHbIX
SecureRandom strongRnd = SecureRandom.getInstanceStrong();
SecureRandom rnd = SecureRandom.getInstance("SHA1PRNG");

// FIPS pekoMmeHpyeT 440 out 3HTponun ons SHA1
rnd.setSeed(strongRnd.generateSeed(55));

bytel[]l rndBytes = new byte[1024];
rnd.nextBytes(rndBytes);
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